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DETAILED ACTION 

This is in response to the Applicant's response filed on November 9, 2007. 
Claim 8 has been cancelled by the Applicant. Claims 20 and 21 have been added by 
the Applicant. Claims 1 - 7 and 9-21, where Claims 1 and 16 are in independent form, 
are presented for examination. 

Specification 

The objection to the Specification has been withdrawn by the Examiner. 
Corrections have been made by the Applicant. 

Claim Objections 

With regards to the objection to Claim 6 , Applicant has amended the claim. The 
Examiner had withdrawn the objection. 

With regards to the objection to Claim 16 , Applicant has amended the claim. The 
Examiner had withdrawn the objection. 

Claim 20 is objected to under 37 CFR 1 .75(c), as being of improper dependent 
form for failing to further limit the subject matter of a previous claim. Applicant is 
required to cancel the claim(s), or amend the claim(s) to place the claim(s) in proper 
dependent form, or rewrite the claim(s) in independent form. A non-source-indicating 
parameter has broader scope than the prior claim, Claim 19, since header format 
version and header size are "non-source-indicating parameters." 

Response to Arguments 
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Applicant's arguments with respect to Claims 1 - 7 and 9-21 have been 
considered but are moot in view of the new ground(s) of rejection necessitated by 
Applicant amendments. 

Claim Rejections - 35 USC §103 

The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

Claims 1 - 5, 7, 9 - 12, and 14 - 21 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over U.S. Patent 6,986,133 B2, invented by Michael D. O'Brien 
et al. (hereinafter "O'Brien"), in view of U.S. Patent 5,991,774, invented by Allan R. 
Tate et al. (hereinafter "Tate"). 

1 . Regarding Claims 1, 3, 7, 14, and 16 , O'Brien discloses a system and method of 
receiving an application level gateway (ALG) file (Fig. 2; Col. 6, Lines 34-55; agent 
fetches file from the server) at a bi-directional communication device (Fig. 1; Col. 4, 
Lines 22-25; another server or any other interconnect system, also called a gateway), 
comparing at least one compatibility parameter of said ALG file with features of said bi- 
directional communications device (Col. 5, Lines 55-58; Col. 12; Lines 48-54; upgrade 
policy defining which IP address or hostname of the server will provide updates and the 
"serverName" component parameter specifying the IP address or host name of the 
server the agent will inquire about the update), and storing the ALG file at the 
communications device in response to a favorable comparison of at least one 
compatibility parameter (Col, 5, Lines 55-58; Col. 12; Lines 48-54; if the "serverName" 
component parameter matches the IP address or hostname of the server carrying the 
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particular updates match, the upgrade process will start and the agent will download the 
upgrade). O'Brien does not specifically disclose that at least one compatibility 
parameter of said ALG file with at least one of at least one features of said bi-directional 
communications device and at least one non-signature feature expected in received and 
authentic ALG files by said bi-directional communications device . 

Tate discloses a method of uniquely identifying files providing a system for file 
security using at least one non-signature feature expected in received and authentic 
ALG files by said bi-directional communications device (Abstract; Col. 2, Lines 4-11; 
CRC system on the transferred files to compute the CRC value for the file including a 
header to identify the body of the file as being a CRC file). Furthermore, the use of a 
library file with a unique identification number will verify each version to determine if it is 
to be installed on the desired device (Col. 3, Lines 26-33; controls data traffic). The 
unverified files would not be used and discarded (Col. 2, Lines 8-11). It would be 
obvious to one skilled in the art to apply the method disclosed in Tate to the system and 
method disclosed in O'Brien to use CRC conversions on the header of the file and the 
body of the file. This would improve security and to verify the files that are being 
transferred to the communication device are not corrupted. Tate's method further 
provides protection of the files against viruses, tampering, or corruption (Col. 2, Lines 
28-33). 

2. Regarding Claims 2 and 17 , O'Brien, in view of Tate, discloses all the limitations 
of Claims 1 and 16 above. O'Brien further discloses of rejecting the ALG file at the 
communications device in response to an unfavorable comparison of at least one 
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compatibility parameter (Col. 5, Lines 27-30, 32-34; upgrade policies allow system 
administrators to determine which target devices will or will not receive a specific 
upgrade). 

3. Regarding Claim 4 , O'Brien, in view of Tate, discloses all the limitations of Claim 
1 above. Tate further discloses that it was well know in the art at the time of the 
invention that software loaders used the file size stored in the file header to check for 
integrity of the file itself. It would have been obvious to one skilled in the art to also 
check the file size to verify that the file has not been corrupted. This would improve the 
security and data error detection of a file updating system. 

4. Regarding Claim 5 , O'Brien, in view of Tate, discloses all the limitations of Claim 
1 above. Tate discloses that a prior method of verifying that a received file is not 
corrupted was by having a specific file type defined to have a header having a CRC* 
(Col. 1, Lines 26-29). The method and system disclosed in Tate is an improvement 
upon this common technique of defining files to provide security within an automated file 
updating system. It would be obvious to one skilled in the art to attach a CRC header to 
a packet to improve security and to verify the files that are being transferred to the 
communication device are not corrupt, a virus, or modified. 

5. Regarding Claims 9 and 10 , O'Brien, in view of Tate, discloses all the limitations 
of Claim 1 above. O'Brien further discloses that at least one compatibility parameter 
comprises a hardware family version (Col. 12, Lines 5-25; "component" parameter 
defines the component hardware that requests the update) and at least one 
compatibility parameter comprises a software family version (Col. 12, Lines 5-18, 27-30, 
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41-43; "version" parameter defines the software version already stored in the 
component and the agent will only request upgrades that only apply to that version). 

6. Regarding Claims 1 1 and 18 , O'Brien, in view of Tate, discloses all the limitations 
of Claims 1 and 16 above. O'Brien discloses several types of bi-directional devices that 
can implement the disclosed system and method (Fig. 1; Col. 4, Lines 23-26; devices 
can be a monitor, printer, copier, cell phone, PDA, etc.). However, O'Brien or Tate do 
not specifically disclose that the bi-directional communication device is a cable modem. 

Applicant has failed to seasonably challenge the Examiner's assertions of well 
known subject matter in the previous Office action(s) pursuant to the requirements set 
forth under MPEP §2144.03. A "seasonable challenge" is an explicit demand for 
evidence set forth by Applicant in the next response. Accordingly, the claim limitations 
the Examiner considered as "well known" in the first Office action, i.e. cable modem is a 
bi-directional communication device, are now established as admitted prior art of record 
for the course of the prosecution. See In re Chevenard, 1 39 F.2d 71 , 60 USPQ 239 
(CCPA1943). 

7. Regarding Claim 12 , O'Brien, in view of Tate, discloses all the limitations of 
Claim 1 above. O'Brien further discloses that the system periodically polls a service 
provider to determine if at least one of a new and updated ALG file is available, then 
sends a request for an available ALG file and receives said requested ALG file from an 
access network (Col. 4, Lines 28-30, 56-59; agent polls the server for updates and, if an 
update is available, fetches and applies the update to the device). 
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8. Regarding Claims 15, 19, and 20 , O'Brien, in view of Tate, discloses all the 
limitations of Claims 1 and 16 above. O'Brien further discloses that at least one 
compatibility parameter comprises a hardware family version (Col. 12, Lines 5-25; 
"component" parameter defines the component hardware that requests the update) and 
at least one compatibility parameter comprises a software family version (Col. 12, Lines 
5-18, 27-30, 41-43; "version" parameter defines the software version already stored in 
the component and the agent will only request upgrades that only apply to that version). 

Tate further discloses the use of a CRC header to determine the compatibility of 
a particular file (Col. 1, Lines 26-29) and the use of a header to identify the body of the 
file as being a CRC computed file (Abstract; Col. 2, Lines 4-11). It would be obvious to 
one skilled in the art to combine the teaching in Tate with the system and method 
disclosed in O'Brien to use CRC conversions on the header of the file and the body of 
the file. This would improve security and to verify the files that are being transferred to 
the communication device are not corrupted. Tate's method further provides protection 
of the files against viruses, tampering, or corruption. The additional level of protection 
decreases the likelihood that any malicious or corrupt files will be autonomously 
downloaded into one of the connected devices. 

9. Regarding Claim 21 . O'Brien, in view of Tate, discloses all the limitations of 
Claim 1 above. O'Brien also discloses that at least one feature of said, bi-directional 
communications device comprises an amount of available memory in said bi-directional 
communications device to store the ALG file (Fig. 2; Col. 7, Lines 15-21 ; upgrade agent 
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in the firewall fetches all chunks of the upgrade file and rebuilds the file before the agent 
performs a security check). 

Claim 6 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
O'Brien, in view of Tate, and further in view of U.S. Patent 5,964,831, invented by 
Kevin A. Kearns et al. (hereinafter "Kearns"). 

10. Regarding Claim 6 , O'Brien, in view of Tate, discloses all the limitations of Claim 
1 above. O'Brien or Tate, however, do not specifically disclose that at least one 
compatibility parameter comprises a header size of said ALG file. 

Kearns discloses that a compatibility parameter comprises a header size of said 
ALG file (Fig. 9; Col. 9, Line 62 - Col. 10, Line 19; application header size can be used 
to identify the source and destination of a message). It would be obvious to one skilled 
in the art to vary the application header field between different destinations to improve 
the identification of the source or destination of the files. This would decrease the 
likelihood that any malicious or corrupt files will be autonomously downloaded into one 
of the connected devices. 

Claim 13 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
O'Brien, in view of Tate, and further in view of U.S. Patent 6,031,830, invented by 
Paul A. Cowen (hereinafter referenced as "Cowen"). 

0 

1 1 . Regarding Claim 13 , O'Brien, in view of Tate, discloses all the limitations of 
Claim 1 as stated above. O'Brien or Tate, however, do not specifically disclose that the 
request to download the files occurs after a configuration file is identifying at least one 
new or updated ALG file is received and first compared by the device. 
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Cowan discloses a system and method of downloading new or updated files 
where the device receives a configuration file from said service provider, which 
identifies at least one new or updated ALG files, then the devices sends a request for 
those files, and receives the requested files from an access network (Figs. 7(a) - (h); 
Col. 10, Lines 27 - Col. 11, Line 54; terminal requests query to host/server, which in 
turn sends a package definition packet identifying the file; terminal then compares 
versions and if they are different, terminal transmits the file request packet and the 
host/server begins transmitting file data). It would be obvious to one skilled in the art at 
the time of the invention to verify that the files are new or updated before downloading 
them into the terminal. Not only will that save resources that would have been used if 
the files are downloaded and then verified, but it also prevents the terminal from 
accidentally deleting the prior version of the files prior to completing the download of the 
new or updated files. 

Conclusion 

Applicant's amendment necessitated the new ground(s) Of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
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shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Contacts 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tae K. Kim, whose telephone number is (571) 270- 
1979. The examiner can normally be reached on Monday - Friday (8:00 AM - 5:00 PM). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Glenton B. Burgess, can be reached on (571) 272-3949. The fax phone 
number for submitting all Official communications is (703) 872-9306. The fax phone 
number for submitting informal communications such as drafts, proposed amendments, 
etc., may be faxed directly to the examiner at (571) 270-2979. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at (866) 217-9197 (toll-free). 
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